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The General Data Protection Regulation (GDPR) is the most 

significant development in data protection law for more than two 

decades and will have far-reaching implications for businesses 

and organisations.

The GDPR’s aim to put individuals back in control of their data 

means businesses will need to look at every aspect of how they 

collect, manage and protect data.

New rights for individuals and requirements to respond and 

take appropriate action “without undue delay” will require 

organisations to ensure they have appropriate processes and 

resources in place. 

Non-compliant data controllers and processors face significant 

fines and penalties after the GDPR comes into force in spring 

2018.

PRIVACY NOTICES - RIGHT TO INFORMATION

The GDPR includes prescriptive rules on the information which 

organisations must provide to individuals before collecting 

personal data. 

Organisations must include the following information within their 

Privacy Notices:

• Purposes for collecting and processing personal data;

• Legal basis for processing the data; 

• Details of any recipients of personal data they collect; 

•  Contact details for the Data Protection Officer (where 

applicable);

• Right of portability and how long the data will be stored; 

• Right to withdraw consent at any time whenever the 

processing is based on consent (where no other lawful 

basis for the processing exists);

• Right for data subjects to request access to their data; 

• The existence of automated decision-making, including 

profiling, right of rectification or restriction of processing;

•  Right to lodge a complaint with a data protection 

supervisory authority (in the UK this would be the 

Information Commissioner’s Office while membership of 

the EU remains); and

• Details of any transfers of personal data outside of the 

European Economic Area.

The Notice must also be concise, easily accessible, using clear 

and plain language that is tailored to the appropriate audience. 

For example, policies aimed at children must be drafted in a way 

that they can understand.

HOW DOES THIS IMPACT AN ORGANISATION?

Organisations will need to strike a balance between providing too 

much information and being too high level to ensure they meet 

the transparency requirements to demonstrate effective notice or 

consent.
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RIGHT OF PORTABILITY

The new right to data portability requires organisations to provide 

a copy of personal data to individuals in a commonly used format 

or to transfer that data to another organisation in response to a 

request from an individual.  

The aim is to increase individuals’ control over their data, and 

improve competition and innovation among businesses by 

enabling start-ups and smaller enterprises to ‘access data 

markets dominated by digital giants’, for example by increasing 

user choice of online services by enabling users to easily transfer 

their profile data from one online service provider to another. For 

some organisations, this right creates a significant additional 

burden and will require substantial investment in new systems 

and processes. However, for others, it creates an important 

opportunity to attract individuals from competitors. In practice, 

this will be a useful right for individuals in limited situations, such 

as transferring between social networks or cloud providers. 

Another possible use might be for exporting an individual’s bank 

account transactions to a financial advisor.

The right to data portability applies in limited circumstances:

a. personal data “provided to” an organisation by an 

individual. This will clearly apply to data supplied by an 

individual (e.g. mailing address, user name, age, photos 

posted to a social network or content stored on a cloud 

service) as well as the personal data “provided by” the 

data subject by virtue of the use of the service or the 

device generated by their activity (otherwise known as 

‘observed data’). This may for example, include raw data 

generated by a smart meter, a person’s search history, 

traffic and location data. It may also include other raw 

data such as the heartbeat of an individual tracked by 

fitness or health trackers which is captured and recorded 

on a fitness tracker application 

b.  when processing was originally based on the user’s 

consent or on a contract to obtain goods or services. The 

titles of books purchased by an individual from an online 

bookstore, or the songs listened to via a music streaming 

service are other examples of personal data that are 

generally within the scope of data portability, because 

they are processed on the basis of the performance of a 

contract to which the data subject is a party. Individuals 

should be able to take the data they have supplied with 

them when changing service providers (Article 18(2)). It 

does not apply to processing based on a public interest or 

an organisation’s legitimate interests. 

c. when the processing is carried out by automated means.

EXCLUSIONS

The ‘right’ to data portability applies to the raw material, such as 

bank account movements, but not to any subsequent analysis 

of that behaviour, for example a bank’s internal risk rating of 

an individual’s account. Arguably this content is created by an 

organisation not provided to them by an individual. The right 

or portability does not apply where processing of the data is 

necessary for the performance of a task carried out in the public 

interest or where an organisation successfully argues that the 

processing is based on its legitimate interestss.

HOW DOES THIS IMPACT AN ORGANISATION? 

Organisations must inform individuals regarding the availability 

of the new right to portability and in response to a valid request 

provide the data given to them by an individual in a structured, 

commonly used and “machine-readable” (i.e. electronic) 

interoperable format. Individuals also have the right to request 

that organisations directly transmit their data to any other 

organisation where the processing is carried out by ‘automated 

means’.  

Data portability does not automatically trigger the erasure of 

the data from an organisation’s systems and does not affect the 

original retention period applying to the data which has been 

transmitted. 

When systems are not compatible, data shall in any case be 

handed over to individuals so that they can transmit them to their 

new supplier.

The recipient organisation (to whom the data can be transmitted 

at the request of the user) cannot use the transmitted third 

party data for its own purposes e.g. to propose marketing 
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products and services to those other individuals identified in the 

transferred dataset. 

Organisations should consider implementing tools to enable 

individuals to easily select the relevant data and exclude (where 

relevant) data relating to third parties.

   

RIGHT OF ERASURE

This right allows individuals to request the permanent deletion 

of personal data, and, where an organisation has publicised 

the data, to require other organisations to also comply with the 

request.

The provision applies only to data controllers – which includes 

search engines – not data processors. This right expands 

on the so-called “right to be forgotten”, recognised by the 

European Court of Justice in its Google Spain v. AEPD and Mario 

Costeja González ruling in 2014 [see: http://eur-lex.europa.eu/

legalcontent/EN/TXT/?uri=CELEX%3A62012CJ0131]. 

The “right to be forgotten” however relates only to internet search 

engines, and provides only a limited right to have information 

suppressed from the results of searches made on an individual’s 

name. The “right of erasure” under Article 17 of the GDPR is 

much broader.

Under GDPR, organisations must erase personal data “without 

undue delay” if the data is no longer needed, where individuals 

object to the processing, or the processing was unlawful. 

This right has two aspects. The first is the right to erasure in 

a strict sense (Article 17(1)), which is already included in the 

current Data Protection Directive. If an organisation no longer has 

a reason to process data, the individual is entitled to have the 

data deleted. Article 17(1) deals with situations such as requiring 

an organisation to delete individual data after the business 

relationship has ended. 

Organisations will be required to erase personal data upon 

request and without undue delay if one of the following grounds 

is met: 

• the data is no longer necessary for the purpose for which 

it was collected or otherwise processed;

•  the data subject withdraws consent; 

•  the data has been unlawfully processed; 

•  the erasure is required for compliance with a legal 

obligation under Union or Member State law; or

• data has been collected in relation to the offering of 

information society services to a child.

Article 17(2) is intended to deal with content that has been 

made public and obliges controllers to take measures to 

inform third parties who process that data about the request. 

If an organisation has disclosed the personal data in question 

to third parties, an organisation must inform them about the 

erasure of the personal data, unless it is impossible or involves 

disproportionate effort to do so.

HOW DOES THIS IMPACT AN ORGANISATION? 

In practice this would involve organisations having to delete any 

links to or copies of the personal data in question, unless it would 

require “disproportionate effort”. The Commission’s aim with this 

paragraph was to contribute to meaningful erasure in the online 

environment. For example, an individual might want to delete 

behavioural tracking or profiling information. Any organisation 

processing the data must then erase copies of it or links to it. 



GDPR Factsheet - New and Enhanced Rights for Individuals 

6

Gemserv

EXCLUSIONS

There are certain exceptions, e.g. when an organisation is legally 

obliged to retain data or when it is necessary for exercising the 

freedom of expression (Article 17(3)(a) in connection with Article 

80). These exceptions allow Member States to restrict data 

protection rights in order to reconcile the fundamental rights to 

data protection and freedom of expression.

An organisation can refuse to comply with a request for erasure 

where the personal data is processed for the following reasons:

• to exercise the freedom of expression or speech. There is 

no guidance on what those free expression grounds are. 

Instead, it leaves Member States to enact specific free 

expression protections sometime in the future (Art. 80); 

•  to comply with a legal obligation for the performance 

of a public interest task or exercise of official authority. 

So for example, individuals would not be able to have 

bank records that must be retained under anti-money 

laundering laws deleted;

•  public interest reasons in the area of public health; 

• archiving purposes in the public interest;

•  scientific or historical research or statistical purposes; or

•  the defence of legal claims.

RIGHT OF SUBJECT ACCESS

The right of subject access is very similar in the GDPR to its 

previous incarnation in the Data Protection Directive. In summary, 

individuals still have the right to obtain a copy of their personal 

data known as a Subject Access Request (SAR). 

The GDPR expands upon this right, requiring organisations to 

respond to SARs with additional information, including details of 

the period for which the data will be stored (or the criteria used 

to determine that period), the identity of any data recipients and 

information about other rights of data subjects. 

HOW DOES THIS IMPACT AN ORGANISATION? 

As well as having to provide additional information, there could 

also be cost implications. Although organisations can currently 

charge for responding to SARs, under GDPR it appears they 

will be obliged to respond to a first request for free, and may 

charge a fee only in respect of ‘further’ requests for the same 

information. There are concerns that the removal of a small 

fee could lead to a significant increase in the number of SARs 

received by organisations, with associated resource implications.
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RIGHT TO OBJECT

The right to object to processing has largely remained the same 

in the GDPR as it was in the Data Protection Directive. Data 

subjects continue to have a right to object to processing carried 

out for the purposes of profiling or direct marketing. 

However, significantly, the burden of this right has effectively 

been reversed. Whereas the Directive permits an organisation to 

continue processing until an individual raises an objection, the 

GDPR allows the individual to raise objections and then require 

an organisation to demonstrate that it either has compelling 

legitimate grounds for continuing the processing, or that the 

processing is necessary in connection with its legal rights. If an 

organisation cannot demonstrate that the relevant processing 

activity falls within one of these two grounds, it must cease that 

processing activity

HOW DOES THIS IMPACT AN ORGANISATION? 

When an individual objects, an organisation will have to establish 

why it should be able to process personal data in this particular 

situation. This is likely to prove especially problematic for 

organisations that currently rely on their own legitimate interests 

as a lawful basis for processing personal data.
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KEY QUESTIONS ON THE NEW RIGHTS

HOW SOON DO I NEED TO COMPLY WITH A REQUEST FROM 

AN INDIVIDUAL?

Where an individual seeks to exercise one of the above rights, 

an organisation must take the appropriate action “without undue 

delay” or at the latest within a month of the request. 

This represents a change to the current time limit of 40 days for 

processing SARs that currently applies in the UK. 

An organisation may, however, seek an extension of up to 

two months “where necessary” in circumstances where the 

organisation receives large numbers of requests, or especially 

complex requests.

CAN I PASS ON THE COSTS OF COMPLYING WITH A REQUEST 

TO THE INDIVIDUAL?

There is no right to charge fees, unless the requests are 

“manifestly unfounded or excessive.”

This represents a significant change to SARs, where it is common 

practice to levy a charge for such requests. For example, in the 

UK, the maximum fee is £10 per SAR (although the charge for 

health or educational records can rise to £50). However, Article 

15 of the GDPR simply states that the data controller must 

comply with the SAR, and can charge a reasonable fee for ‘any 

further copies requested by the data subject’. 

A reasonable fee can be charged only if a request is ‘manifestly 

unfounded or excessive’. On a literal interpretation, it appears 

that organisations will be obliged to respond to a first SAR for 

free, and may charge a fee only in respect of ‘further’ requests for 

the same information. 

Whilst the payment of a small fee is unlikely to cover the 

administrative costs of processing a request, the obligation 

to pay a small fee often provides organisations with a buffer 

against large numbers of spurious or frivolous SARs being 

filed by individuals who were only vaguely interested in the 

information to be provided. The removal of this obligation may 

lead to an exponential increase in the number of SARs received 

by organisations and could act as an effective means of protest 

against an organisation.

WHAT IF I CANNOT AUTHENTICATE THE IDENTITY OF A USER?

Article 12 provides that a controller may refuse to act on a 

request if it “demonstrates that it is not in a position to identify 

the individual who has submitted the request”. An organisation 

must use all reasonable efforts to verify the identity of individuals. 

If an organisation has “reasonable doubts” about the identity 

of the individual making a request, it can ask the individual for 

additional information to confirm his or her identity (e.g. passport/ 

driving licence to confirm proof of identity and proof of address).

An organisation is not required to comply with certain rights 

of individuals if it cannot identify which data in its possession 

relates to the relevant individual. An organisation is also not 

obliged to obtain further personal data in order to link data in its 

possession to an individual. 

DISPUTES

Article 18 establishes a procedure for when there is disagreement 

over whether the right to erasure applies. When an individual 

requests the restriction of processing, an organisation should 

temporarily remove the data from a general filing system 

(e.g. Customer Relationship Management Database such as 

Salesforce) or from a public website so as to avoid further 

processing. Recital 67 specifies that controllers should flag 

the restricted data in a way that makes clear that processing is 

restricted. The right to restrict processing should be complied 

with only where organisations require time to verify whether 

information is accurate if an individual contests its accuracy, 

where an organisation no longer needs the data but an individual 

needs it for a legal claim, or where an organisation seeks to prove 

it has compelling legitimate grounds for overriding the objection.

If an organisation decides not to grant the request, it must 

explain its decision to the data subject within one month.
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WHAT SHOULD ORGANISATIONS DO TO ADDRESS THESE 

NEW AND ENHANCED RIGHTS TO INFORMATION?

• Map information flows – this will provide much of the 

detail required to draft a comprehensive and GDPR 

compliant privacy notice and respond to individual rights 

of access, portability or erasure in a timely manner.  

• Establish standard set of scripts – these can be used 

to respond to a request for information but should not 

consist of privacy policies that are excessively lengthy or 

difficult to understand.

• Review technical/security systems – technical systems 

need to efficiently retrieve and transfer individuals’ data to 

others, and security systems need to be robust enough 

to prevent disclosure of third party data to unauthorised 

recipients. Organisations should consider what system 

implementations and processes are required to enable 

them to comply with data portability requirements.

• Review data processing systems – are practical 

changes to data processing systems needed? For 

example, do those systems enable the organisation 

to quickly identify and isolate all copies of all personal 

data relating to a particular data subject? Can data be 

permanently deleted in response to a valid right to erasure 

request? Can confidential information/trade secrets from 

communicated data be removed? If a dispute arose 

over right to erasure, could you segregate the affected 

data from standard data processing systems? Is there a 

standard process in place that enables the transmission of 

data to the new supplier?

• Review privacy policies – do they need to be updated to 

reflect the additional rights granted to individuals?

• Review retention periods for personal data – where 

necessary, introduce a retention policy to ensure personal 

data is not held longer than necessary.

• Ensure staff are trained – any employees who 

process personal data need to quickly recognise, and 

appropriately respond to, requests from data subjects to 

exercise their rights.

• Consider industry collaboration – work with others to 

develop standardised formats to support data portability.

• Develop workflows to retrieve and share data in 

interoperable formats – although organisations are 

encouraged to develop interoperable formats that enable 

data portability, Recital 68 of the GDPR specifies that it 

does not impose an obligation for controllers to create 

new systems that are technically compatible. However, 

legislators clearly hope this will happen, evidenced by 

the provision for data to be directly transferred from 

organisation to organisation ‘where feasible’.

• Ensure data can be easily retrieved and transferred 

– it will be something of an operational minefield for 

organisations to ensure that data relating to third 

parties is not caught up in data disclosed to individuals. 

Organisations need to ensure that their databases holding 

personal data can retrieve and transfer individuals’ 

data to others with minimal effort. Organisations need 

to consider the most suitable method of transmitting 

the data in response to a data portability request, for 

example whether transmission directly over the internet is 

possible or due to size of the datasets whether streaming 

or providing the dataset on a CD, DVD or other physical 

media is necessary. Organisations should implement an 

authentication procedure to enable them to confirm a 

requester’s identity, especially where an organisation does 

not have sufficient information to verify the identity of an 

individual who is exercising their right to data portability. In 

many cases, such authentication procedures are already 

in place, for example the requirement to enter a username 

and password to access their data. Organisations should 

also consider offering a direct download opportunity for 

individuals, which would then allow individuals to directly 

transmit the data to another organisation. This could be 

implemented by making an Application Programming 

Interface (API) available.
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GEMSERV AND THE GDPR 

Legal and regulatory knowledge is crucial to ensure compliance, 

but organisations also need to implement adequate data 

protection measures which extend to the technical controls 

required to avoid breaches.

Gemserv’s specialist data privacy consultancy has significant 

experience in helping organisations implement total privacy 

programmes which meet compliance requirements. Our 

experienced data protection consultants can assess an 

organisation’s current legal position, security practices and 

operating procedures in relation to the Data Protection Act (DPA) 

or the GDPR.

Our services range from undertaking an initial gap analysis of 

current compliance regimes for organisations embarking on 

a data protection programme to helping review and update 

operational, administrative and technical measures to prepare for 

the GDPR. 
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