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Introduction

2017 to 2018 has been a turning point for 
information security. Public awareness of 
malware and cyber security is at an all-
time high (thanks in part to the outbreak of 
WannaCry and NotPetya) and those with 
nefarious  intent and the necessary skills 
required, appear to be making even more 
brazen attempts on both our organisational and 
personal online lives.
 
This year alone we have seen incredible, and 
sometimes implausible, headline grabbing 
news coming out of the security sector; the 
largest Denial of Service (DoS) attack, the 
fundamental vulnerabilities discovered in 
computer chips (Spectre and Meltdown for Intel 
and the latest discoveries within AMD ), the 
claims of United States election meddling, the 
increasing ‘Advanced Persistent Threat’ (APT) 
attacks on Industrial Control Systems (ICS) and 
Critical National Infrastructure (CNI), and the 
exponential rise of a new trend “Cryptocurrency 
Mining” (CryptoJacking). 

In this report, we take what has occurred 
over the last financial year (2017/18) 
and offer predictions for what we believe 
organisations should be considering as part 
of their ongoing (and ever increasing) security 
operations. Normally these type of ‘predictions’ 
are released in January, but with the way 
organisations work, we wouldn’t want you to lie 
awake at night from January to March fretting 
over the contents of this report, knowing 
you could do little about it until your budget 
agreement, or renewal, come April 2018!  This 
report will give you informed guidance on 
where to invest in new technologies, whether 
you require assistance from external bodies and 
where to strengthen your existing defence. We 
would caution that these predictions should 
not be used as the only means of building your 
awareness and fortifications. We shall no doubt 
see some unexpected, leftfield trends emerge 

as we progress through the year and we advise 
everyone be cognisant of potential unknown 
threats yet to emerge.

Please utilise this report as a source of 
knowledge and advice but also note, as with all 
forecasts, they are not a 100% guarantee. As 
Daniel McCracken of the IEEE once said, “Don’t 
make predictions about computing that can be 
checked in your lifetime.”1 We ourselves will 
be coming back to this report at the tail-end 
of 2018 to see how accurate (or foolish) we 
were with some of our calls! We have tried to 
note sources wherever possible but if you are 
reading this and feel that it is not representative 
of work, articles or research you recognise, 
or have developed, and feel it is not correctly 
referenced, let us know. 

1. http://history.computer.org/pioneers/mccracken.html 
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Our Predictions

As the world continues to become even more widely 
connected and the volume and availability of data 
continues to increase, it is paramount that organisations 
attempt to stay ahead of those who would utilise it for 
malicious purposes. In this report we not only delve 
into the realm of malware and cyber security, but also 
turn our eyes to the world of compliance (did someone 
say GDPR?), recruitment (or lack of), card data (freely 
available to all!) and stray over to politics (because who 
doesn’t love an opinionated political debate?). As always, 
information security is all encompassing and not simply 
restricted to the device you are reading this on, therefore, 
the risk of an infringement on your security could come 
from anywhere, and the bad guys are aware of this too.

CRTYPTOCURRENCY MINING; THE  
IN-STYLE MALWARE

We should start with the new kid on the block, which is 
the unwarranted mining of cryptocurrency. This emerging 
trend was first identified in 2015 and the world started 
to take note back in September 20172 (although it had 
been increasing rapidly throughout 2016/17) and started 
to be picked up more widely by news outlets in October 
2017.3 Come 2018, ‘CryptoJacking’ now accounts for a 
vast majority of malware in circulation, and even more 
shockingly, approximately 42% of organisations in the 
world have been hit.4

To briefly explain what CryptoJacking entails; a script 
or tool is deployed to utilise your system’s processing 
power either through internet browsers, through botnet 
distribution directly to your device or embedded into 
scripts in a site. This tool is created for the sole purpose 
of working out complex sums (mining) so that it can 
generate cryptocurrency (usually Monero or Bitcoin, 
amongst other lesser known currencies). If the payload 
or tool utilised for this is not correctly managed to avoid 
detection through lower consumption of available CPU/

2. https://twitter.com/skensnet/status/911704060847382528/photo/1 
3. https://www.techdirt.com/articles/20170928/11262538304/show-
time-wont-explain-why-website-was-hijacking-user-browsers-to-covert-
ly-mine-cryptocurrency.shtml 
4. https://blog.checkpoint.com/2018/03/12/februarys-wanted-malware-crypto-
mining-malware-digs-deeper-enterprises-computing-resources/ 

GPU then it can eat up the entirety of your processing 
power, slowing or even crashing your computer or server. 
CryptoJackers have been found to be affecting some 
of the biggest companies on the web such as Apple5, 
Aviva6, Tesla7  and even critical infrastructure8 has been 
compromised by this latest cybercrime. So prevalent and 
popular is this malware, that it has started to force those 
running Ransomware as a Service (RaaS) models, once 
predicted to be the next big hitter91011, to start lowering 
their costs in order to attract new customers. 

OUR PREDICTION

We predict, not surprisingly, that this is only going to get 
worse. There is readily available financial remuneration 
for the attacker and it probably seems like a victimless 
crime compared to the Ransomwares that employ wiping 
data techniques. In fact, some websites are even looking 
to this process as a means of generating revenue. The 
speed at which this is being developed by hackers, 
hobbyists and nation states means it will have to reach a 
tipping point. One recent attack hit 500,000 PCs within a 
few hours, that’s akin to aggressive malware levels such 
as WannaCry.12 Most of the mining tools do not care 
what they are infecting, it is simply being pushed out to 
vulnerable servers and devices without bias. It will either 
become so commonplace that protection specifically for 
this type of malware will be produced, or there is the 
potential that critical infrastructure will be inadvertently 
put out of action due to a complete loss of computational 
processing power. Expect this type of incident to arise 
towards the latter half of 2018.

5. https://arstechnica.com/information-technology/2018/03/theres-a-currency-
miner-in-the-mac-app-store-and-apple-seems-ok-with-it/ 
6. http://www.computerweekly.com/news/252435544/Unprotected-Kuber-
netes-consoles-expose-firms-to-cryptojacking
7. http://fortune.com/2018/02/20/tesla-hack-amazon-cloud-cryptocurrency-min-
ing/
8. https://www.wired.com/story/cryptojacking-critical-infrastructure/ 
9. http://uk.businessinsider.com/ransomware-as-a-service-is-the-next-big-cyber-
crime-2015-12 
10. http://www.computerweekly.com/news/450423285/Ransomware-as-a-ser-
vice-is-a-game-changer-warns-Sophos 
11. https://blog.barkly.com/gandcrab-saturn-data-keeper-ransomware-as-a-ser-
vice-2018 
12. https://thehackernews.com/2018/03/cryptocurrency-mining-malware.html 
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WORLD CHANGING COMPUTER CHIP 
VULNERABILITIES

In January it was announced that nearly every computer 
chip manufactured in the last 20 years contains 
fundamental security flaws. Two websites were launched 
that hosted the research papers on these flaws, which 
were dubbed Spectre13 and Meltdown14 (they even got, 
now seemingly obligatory, vulnerability logos!).

Fig 1. Spectre and Meltdown Logos1516

The vulnerability website, Meltdown, states that “these 
hardware vulnerabilities allow programs to steal data 
which is currently processed on the computer. While 
programs are typically not permitted to read data 
from other programs, a malicious program can exploit 
Meltdown and Spectre to get hold of secrets stored 
in the memory of other running programs. This might 
include your passwords stored in a password manager or 
browser, your personal photos, emails, instant messages 
and even business-critical documents.”15 Then, as if it 
couldn’t get worse, a little-known security firm released 
details on 13 Critical Security Vulnerabilities and 
Manufacturer Backdoors discovered throughout AMD 
Ryzen & EPYC product lines.16 These vulnerabilities were 
like Spectre and Meltdown (and not just because they 
were also assigned obligatory logos), however they also 
worryingly reveal that backdoors were built into some of 
the chips by a firm contracted by AMD. As a basic  
 
 

13. https://spectreattack.com/spectre.pdf 
14. https://meltdownattack.com/meltdown.pdf 
15. https://meltdownattack.com/ 
16. https://amdflaws.com/ 

overview of the vulnerabilities capabilities: it can execute 
arbitrary code within the chipset and it is also possible to 
manipulate the operating system running  
 
on the main processor. These two capabilities form the 
foundation for malware and should alarm anyone utilising 
the affected chips.

Fig 2. Chimera, Ryzen, Fallout and Masterky icons17

17. http://www.cs.ucr.edu/~nael/pubs/asplos18.pdf 

Chimera

Ryzen

Fallout

Masterkey
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OUR PREDICTION

We predict that although the situation seems dire, you 
should bear in mind that some of these vulnerabilities 
have been in the open for months, and yet, no concerning 
attacks have taken place utilising these flaws, although 
many Proof of Concepts (POCs) have been published 
such as the recent ‘BranchScope’ by the Association for 
Computing Machinery.17 For the AMD chips, the level 
of access required to initiate an attack would allow a 
hacker access to much greater prizes than simply the 
BIOS. Organisations should continue to patch rapidly 
and frequently to ensure that they are up to date. 
However, what is most likely (as with the ETERNALBLUE 
vulnerability and SMBv1 that helped to spread 
WannaCry), a lot of systems will remain unpatched for 
years to come, and in that time, effective exploits will 
emerge and begin to take advantage. We cannot stress 
enough the importance of patching.

IMPLENTATION OF GDPR

GDPR is being talked about everywhere, to the extent 
that not only the words, but the letters themselves may 
have lost all meaning, so prevalent and commonly heard 
is this acronym throughout all industries around the 
globe. As we steamroll through to its implementation the 
question remains; are businesses ready? The following 
charts suggest – maybe not.

Fig 3. GDPR prepardeness Levels18

We all know by now the huge fines associated with 
noncompliance and all the doom and gloom news reports 
of cost and impact to businesses. However, at Gemserv, 
we truly believe that as well as making business take 
responsibility for the data they hold and putting greater 
emphasis on data security (think Cambridge Analytica 
and Facebook), it will offer fantastic opportunities for 
businesses; it will allow them to become more engaged, 
more open and to be more trusted by their customers 
and their clients. It all leads to a better reputation for your 
business and who doesn’t want that?
OUR PREDICTION
We predict that this will be a landscape changing 

18. http://newsroom.trendmicro.com/press-release/commercial/trend-micro-re-
search-reveals-c-level-executives-are-not-prepared-gdpr-imple

66%

42%

34%

of businesses appear to be 
dismissive of the extent of 
GDPR �nes

of businesses don’t know 
email marketing databases  
contain PII

of businesses have 
invested in technology to 
identify intruders. 
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event within the business world. Expect a couple of 
scalps to be claimed early doors by the Information 
Commissioner’s Office (ICO) to drill home the 
importance of GDPR but also be prepared for new 
challenges and more engaged customers, and of 
course welcome the opportunities that this brings. You 
wouldn’t want to be the next Cambridge Analytica.

THE LONG ARM OF THE ICO

Whilst writing this report, the whole Facebook / 
Cambridge Analytica (CA) story broke.19 The media 
had an absolute field day and the ICO took it upon 
themselves to get involved and applied for a warrant. 
However, it looks as though the ICO’s first test of 
its influence is going to be less an example of its 
capabilities and more a lesson learnt exercise. The 
warrant was requested on Monday 19th March but 
by Friday 23rd, it had gone unawarded. For matters 
such as this, the ICO needs to be able to move fast. It 
was announced by Facebook20 that private forensic 
investigators had already got their hands in first 
and it means CA had a week to potentially modify 
data, records and logs that they hold. Hopefully the 
Government will award the ICO greater legal powers 
so they can enforce what they have preached over the 
build up to GDPR.

OUR PREDICTION

We predict that the ICO will have to push for greater 
legal powers, and if they get them, this will allow for 
a greater enforced implementation of GDPR. It will 
scare companies into implementing GDPR rather than 
waiting for a slap on the wrist, otherwise (beyond the 
large fines), the whole exercise runs the risk of losing its 
bite.

19. https://www.reuters.com/article/us-facebook-cambridge-analytica-zucker-
be/zuckerberg-says-facebook-made-mistakes-on-cambridge-analytica-idUSK-
BN1GX2X7
20. https://newsroom.fb.com/news/2018/03/forensic-audits-cambridge-analyti-
ca/ 

Gemserv Information Security Predictions 2018/19Gemserv
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THE CONTINUING CARELESSNESS IN 
PROTECTING FINANCIAL & CARD HOLDER 
DATA

Although the importance of financial and cardholder 
details cannot be stressed enough, and security around 
such data is continuously preached, it is still an asset 
that appears to be continually breached. The financial 
rewards for those targeting such data is enormous, the 
rewards outweigh the risk of failure or capture, but many 
of these breaches appear to stem from basic security 
failings. One recent breach that involved malware 
being installed on some point of sale (POS) systems 
revealed that encryption had not been activated, or 
deliberately switched off, at some terminals.21 The 
now infamous breach of Equifax occurred due to the 
criminals exploiting a flaw in Apache Struts framework, 
which Apache had patched over two months earlier 
of the security incident,22 the vulnerability itself was 
deemed critical (CVSS score of 10)23 and is the type of 
vulnerability no one should leave exposed for longer than 
necessary (read: to immediately patch).24 Unsurprisingly, 
it was discovered by Verizon in an assessment of its 
businesses customers that 100% of breached Payment 
Card Industry (PCI) certified companies failed their 
PCI compliance audit.25 For clarification, these are 
organisations who met compliance on certification but 
took their foot off the gas after achieving sign off – 
essentially they stopped ensuring, or stopped caring, 
about their security standing. Readers should also be 
made aware that the PCI SSC are currently reviewing 
responses received during the formal PCI DSS feedback 
period in 2017. This feedback is being reviewed in 
preparation for the next major release of the PCI DSS and 
may bring even further stringent controls as a result of 
recent events.26

21. https://www.forever21.com/protecting_our_customers/default.aspx
22. https://thehackernews.com/2017/09/equifax-credit-report-hack.html
23. https://www.first.org/cvss/specification-document
24. https://thehackernews.com/2017/09/equifax-apache-struts.html
25. https://www.scmagazineuk.com/100-of-breached-pci-certified-companies-
failed-pci-compliance-audit/article/685527/ 
26. https://blog.pcisecuritystandards.org/4-things-to-know-about-pci-dss-
in-2018 

OUR PREDICTION

We predict that unless companies with the responsibility 
of looking after highly sensitive and critical data cannot 
adopt and continue enforcing stringent security controls, 
then bodies such as the Payment Card Industry Security 
Standards Council will need to start looking to even more 
serious forms of enforcement. It is perhaps becoming 
clear that fear of losing accreditation, associated fines 
and loss of card processing capabilities no longer acts as 
‘the carrot on the string’ for maintaining compliance. 
 
The enforcement must either become more fear inducing 
or the assurance activities a more continuing exercise.

THE EVER GROWING DDOS PROBLEM

In February 2018, the largest-ever distributed denial of 
service (DDoS) attack was recorded against GitHub,27 
 it measured an incredible 1.35Tbps. This was achieved 
by leveraging the service offered by Memcached rather 
than the usual botnet approach. (Memcached helps in 
speeding up access to dynamic web applications by 
alleviating database load through caching distributed 
memory objects).  

The attack is simplistic in its nature; the assailant spoofs 
the UDP (User Datagram Protocol, no error checking, 
it just keeps sending packets) address of its victim and 
pings a small data packet at a Memcached server that 
doesn’t have an authenticated traffic requirement in 
place. The server responds by firing back as much as 
50,000 times the data it received. Though amplification 
attacks are not new, this attack vector involved 
thousands of misconfigured Memcached servers, many 
of which are still exposed on the Internet, with experts 
predicting more massive attacks against other targets. Lo 
and behold, the record was broken a mere five days later, 
as Arbor Networks reported being blasted by a DDoS 
attack registering 1.7Tbps at its peak.28

27. https://thehackernews.com/2018/03/biggest-ddos-attack-github.html 
28. https://www.arbornetworks.com/blog/asert/netscout-arbor-confirms-1-7-
tbps-ddos-attack-terabit-attack-era-upon-us/ 
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Peak Attack Sizes Through March 2018

Fig 4. DDoS attack sizes 2007-201820

OUR PREDICTION

We predict, based on current trends, that this will 
continue to exponentially grow as a problem. The 
fixes against this are commonplace, notably blocking 
off UDP traffic from Port 11211, which is the default 
port for traffic from Memcached servers. In addition, 
the operators of Memcached servers need to apply 
basic security principals to their systems to avoid 
being part of these historic DDoS attacks. Expect 
these events to fly past 2Tbps and onwards towards 
5Tbps and be cognisant that those fond of this 
attack will want to be the first to be able to put their 
name to a Petabyte DDoS attack (the IoT network is 
forever increasing in size).

SECURE CLOUD? 

Cloud computing continues to be one of the 
biggest buzzwords for businesses, everything is 
moving to the cloud. Now the joke goes ‘the cloud 
is just someone else’s computer’ and whilst cloud 
evangelists will argue strongly against this, stating 
that it is a complex system of interconnecting parts 
that come together to provide a service, remember 
that that is facilitated through someone’s hardware, 
software and networks, not by magic. These are 

open to vulnerabilities and should be managed in 
the same secure manner you would use with your 
own internal systems. If your data is in the cloud, 
the onus is on you to ensure it is protected. A recent 
survey detailed that less than 50% of those moving 
into the public cloud considered security as their 
leading concern, however solace can be taken that it 
was the main concern amongst organisations.29 But 
contrary to this, when looking at the figures around 
encryption of data in the public cloud, 44% rely on 
the encryption provided by the cloud service provider 
and shockingly 28% do not encrypt at all.

Fig 5. Biggest concerns for business moving to the 
public cloud and how they handle encryption 30

29. https://www.hytrust.com/uploads/cloud-adoption-survey-report.
pdf 
30. https://www.explore-group.com/blog/is-the-cloud-still-safe-in-2018/
bp22/ 

46%

28%

21%

4%
Job SecurityReliabilityCostSecurity

What are your biggest concerns about 
moving to the public cloud?

How are you handling encryption 
in the public cloud?

28%

28%

44%
We encrypt = 
cloud provider 

solution

No encryption

We encrypt = 3rd 
party solution
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OUR PREDICTIONS

We predict that an unreasonably large number of 
organisations will continue to assume that the cloud 
is secure by default or is more secure than internal 
infrastructure. Although a hybrid solution is becoming the 
more popular solution with 85% of businesses having a 
multi-cloud strategy, this does not mean security should 
be overlooked.29 Businesses should be aware that if 
they are relying on anyone else’s hardware or software 
without fully testing the services provided, they can only 
assume that security is included, and even then, it cannot 
be guaranteed. The way you treat security internally 
should be replicated on external infrastructure, so just 
as you would replicate host machine security on virtual 
machines, then you should apply the same best practice 
for internal and external infrastructure. Expect cloud to be 
a heavy focus for attackers; for example, most exposed 
Amazon Web Server S3 buckets are being reached by 
security researchers first31 but these are the lucky ones.

MALVERTISING, PHISHING, FAKE NEWS & 
THE INFLUNECE OF HALF TRUTHS

This section consists of an amalgamation of a few 
elements, but they are all closely underpinned by the 
main motive; fraud. Compromises of business emails 
to enact fraudulent transactions now translates as a 
$5billion industry for criminals, the latest FBI report on 
this shows it has increased by approximately 2,370% 
since 2015.32 Phishing attacks are becoming far more 
common place and Symantec’s latest report has 
determined that 71% of all attacks can be traced back 
to spear phishing attacks, those which are targeted to 
specific victims (in this instance those with privileged 
access or high authority).33 ‘Cyberpropaganda’, 
which can be used to describe fake news or social 
media influencing, is also on the rise, its effectiveness 
demonstrated no more clearly than through the 
emergence of claims about Russian influence on the 

31. https://www.welivesecurity.com/2018/02/22/unsecured-amazon-s3-buck-
ets-expose-private-data/ 
32. https://www.ic3.gov/media/2017/170504.aspx 
33. https://www.symantec.com/content/dam/symantec/docs/reports/istr-23-exec-
utive-summary-en.pdf 

United States election. As has been demonstrated, 
this is undertaken through social media (troll farms or 
bots) in the scientific community through the creation 
of misleading research papers, and overall fabrication of 
information.34  

OUR PREDICTION

We predict, as noted in Trend Micro’s 2018 report33,  
fake news and Cyberpropaganda will continue because 
there has been no dependable or effective method to 
detect or block manipulated content. For businesses, the 
continuous onslaught of phishing scams will require the 
continual modifying and adapting of email filtering or 
quarantine systems and ensuring that general awareness 
remains bolstered through methods such as phishing test 
campaigns. The overall trend however looks grim, and as 
these methods of fraudulent activity remain successful, 
those with malicious intent will continue to utilise its 
effectiveness. 

INDUSTRIAL CONTROL SYSTEMS 
SABOTAGE

Cyberpropaganda and phishing campaigns are not the 
only malicious activities encountering a palpable uptick 
in activity; attacks on critical national infrastructure are 
also becoming more common (or perhaps more readily 
identified), and ominously, more effective. The United 
States Government announced in March 2018, that since 
at least March 2016, a foreign threat actor had been 
able to target multiple U.S. critical infrastructure sectors, 
including the energy, nuclear, commercial facilities, water, 
aviation, and critical manufacturing sectors.35

34. https://www.trendmicro.com/vinfo/us/security/research-and-analysis/predic-
tions/2018 
35. https://www.us-cert.gov/ncas/alerts/TA18-074A 
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As identified by Symantec in the previous section, 71% 
of attacks can be traced back to spear phishing attacks, 
and in many instances, this was the way the adversaries 
were able to gain a foothold in the networks. This was 
alongside other tactics and techniques such as watering-
hole domains, credential gathering, open-source and 
network reconnaissance and host-based exploitation. 
Then there was the discovery of the Triton/TRISIS 
malware identified by Dragos Inc36 that was designed 
to specifically take advantage of Schneider Electric’s 
Safety Instrumented Systems (SIS) which had a genuine 
operational impact. Dragos Inc noted that this was the 
fifth ever ICS-tailored malware and the first to directly 
target SIS. Many commentators expressed surprise that 
a threat actor would spend time to focus on developing 
a safety system attack capability,37 as safety products 
have historically been a more isolated distributed control 
system (DCS) component. It should be of no surprise 
then that Positive Technologies has identified in their 
annual report38 that there are currently 175,632 ICS 
components accessible online. In almost all countries 
with high levels of industrial automation (US, Germany, 
France, Canada, Italy, and China), these numbers have 
increased since 2016 and Symantec identified that, 
overall, ICS related vulnerabilities have increased 29%.39

OUR PREDICTION

We predict that with increased accessibility of ICS via 
the internet comes a greater level of exposure to risk. 
More and more infrastructure is being added to the 
internet and is potentially open to attack. Being exposed 
to the internet means it will be easier for malicious 
actors to take advantage of exploitable bugs in ICS 
components, which is growing year-on-year. The number 
of vulnerabilities reported by major vendors increased 
from 115 in 2016 to 197 in 2017 and at least half of 
these were deemed critical or high risk.39 Detecting 
and locating these vulnerable systems is made easier 
through readily available network scanning tools such as 

36. https://dragos.com/blog/trisis/
37. https://ics.sans.org/blog/2018/01/29/tritontrisis-in-search-of-its-twin
38. https://www.ptsecurity.com/upload/corporate/ww-en/analytics/ICS-Securi-
ty-2017-eng.pdf
39. https://symc.ly/2r8iiDG 

Shodan,40 which can discover devices connected to the 
internet and even where they are located. Coupled with 
the advent of AutoSploit,41 which utilises the Shodan 
search function and combines it with a database of 
exploits to potentially brick devices, equates to a disaster 
waiting to happen. Although nothing quite as doomsday 
has yet occurred, we don’t expect the number of exposed 
ICS devices to reduce until the first big disaster hits a 
western company. Perhaps then, industries will take 
note and implement measures to better protect critical 
systems.
 

40. https://www.shodan.io/
41. https://github.com/NullArray/AutoSploit 
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THE PEOPLE OF INFOSEC

One of the big headlines for the general InfoSec realm 
(and one that has recruiters salivating) is the reported 
workforce shortage. According to (ISC)2 as part of their 
global information security workforce study, this can be 
attributed to a lack of suitably qualified personnel that 
risks creating a hole of 1.8 million unfilled jobs come 
2022.42 As part of the survey, 66% of respondents 
identified that there are not enough information security 
staff within their department. Compare this with the 
ESG Global report, in which respondents are asked 
whether their entire organisation had a problematic 
shortage, 51% agreed with this sentiment, compared 
to only 24% back in 2015.43  What makes these figures 
so hard to swallow is that there isn’t a lack of incentive 
to join this booming industry. The Robert Walters 
2018 Salary Survey identified that salaries for cyber 
security specialists will see the highest salary increases 
among IT professionals at 7%, whereas developers and 
infrastructure specialists will only see a rise of 3%.44

Fig 6. Global % of respondents who believe there are 
not enough information security personnel in their 
department 37

As well as the workforce shortage, the Women in 
Cybersecurity report identified that only 11% of those 
employed in the industry are women and, although 
participation in the survey has increased by 41%, 

42. https://iamcybersafe.org/wp-content/uploads/2017/06/Europe-GISWS-Re-
port.pdf 
43. https://c.ymcdn.com/sites/www.issa.org/resource/resmgr/surveyes/ESG-ISSA-
Research-Report-Lif.pdf 
44. https://www.robertwalters.co.uk/salarysurvey.html

the ratio of women to men has remained static.45  
Surely then to combat the workforce shortage and 
underrepresentation of women in the industry, a first 
step would be to influence girls at a young age to enter 
this rewarding field. The NCSC’s fantastic CyberFirst 
competition46 aims to tackle exactly this through a 
competition to encourage and inspire the next generation 
of young women to consider computer science as an 
educational route, with a view to a future career in cyber 
security.

OUR PREDICTION

We predict that businesses will have to adapt a different 
approach to hiring techniques. The approach currently 
employed is simply not working. Companies should also 
look beyond simply higher salaries, as these are already 
reaching unsustainable levels. Many millennials entering 
the field put much more emphasis on continuous 
education and training and find this just as fulfilling 
as the high salaries, with 65% believing them to be of 
‘high importance’.47 But the blame cannot solely rest 
at the corporate level, more work needs to be done to 
encourage those at a young age to get into Science, 
Technology, Engineering and Mathematics (STEM) 
subjects, helping to form a good base from which to 
move into Cybersecurity. The addition of programming 
into the curriculum in England is a good start, but we 
should be mindful that not every child who takes Maths 
becomes a Statistician or every child who takes science a 
Biologist or Physicist. Expect the job shortage to remain 
in the headlines for a few years to come; for every new 
entrant into this field, it seems ten hackers are also added 
to the other side. 

45. https://iamcybersafe.org/wp-content/uploads/2017/03/WomensReport.pdf
46. https://www.cyberfirst.ncsc.gov.uk/girlscompetition/
47. https://iamcybersafe.org/research_millennials/
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INFOSEC REP WITH CHIEF EXECS

Cisco ran a survey48 for Chief Executives about their 
opinions on cybersecurity, and, shockingly, some 71% 
of 1,000 Execs surveyed felt that efforts to shore up IT 
defences slows the pace of commerce. One factor that 
businesses should consider, especially for the future, 
is that although information security, compliance and 
adhering to standards may seem arduous and hamper 
growth, in the long run it will be a huge benefit to your 
business. 

OUR PREDICTION

We predict that unless this trend can be changed, and 
the C-level and Board level players can be made to 
see the financial benefits of information security, cyber 
security and general compliance to regulations that 
protect our data, then all the good work being done 
to guard against miscreants will be in vain. Unless the 
changes, research and products can be implemented 
into the workplace, then the attacks will keep coming, 
the ransoms will keep getting paid and this problem 
will never go away. 
 

48. https://www.theregister.co.uk/2016/02/17/cyber_security/

Gemserv Gemserv Information Security Predictions 2018/19Gemserv Information Security Predictions 2018/19Gemserv
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The security world is vast and touches on almost every 
single element of our lives. Had we tried to investigate 
every avenue of Information Security and predict against 
all of them, I imagine this report could start creeping 
into the hundreds of pages. As always you and your 
organisation must remain vigilant, do not assume that 
because it has not impacted you yet, it never will. As 
Benjamin Franklin, or potentially Christopher Bullock, 
once said, “Nothing is certain except for death and 
taxes”49 but had they been here today, we are sure 
they would have added on “and security breaches” 
to that statement. Complacency is your worst enemy, 
imagine how the spread of WannaCry in 2017 could 
have been prevented had people kept on top of their 
patching schedules, or how many breaches could have 
been detected if the proper checks and reviews were 
performed on records and logs. But it is not all doom 
and gloom, it isn’t the end and there is plenty that can be 
done to protect yourselves or at least prepare yourself for 
the inevitable!

LAYERS UPON LAYERS UPON LAYERS (OF 
SECURITY)

I was tempted to only write ‘Defence in Depth’ here, 
but that saying has been repeated endlessly by security 
experts for an age and it is still not representative of 
the world we inhabit today (if only it was that easy). 
The number of adversaries and methods for attacking 
means you cannot rely on a single method to protect your 
business from perpetrators. 

Defence in depth is the concept of protecting a computer 
network with a series of defensive mechanisms to reduce 
the area of attack and limit your exposure.50 In physical 
terms, a door to the server room should have a lock and 
guests should be identified prior to being allowed access; 
within the room itself, the separate elements should be 
in locked cages and CCTV should monitor the activities 
of those entering. In terms of your computer network, a 
strong perimeter defence through the implementation of 

49. http://freakonomics.com/2011/02/17/quotes-uncovered-death-and-taxes/ 
50. https://www.sans.org/reading-room/whitepapers/basics/defense-in-
depth-525 

firewalls is recommended but should not be solely relied 
upon. You should also look to implement network-based 
intrusion detection systems (IDS), Anti-Virus software, 
email filtering, two factor authentication (2FA) and 
maintain a regular patching regime.

TRAINING, AWARENESS AND CONTINUING 
ENGAGEMENT

As well as physical and technical controls, we must 
always be mindful of the human element; this is one of 
the most vital elements to both the success and failure of 
your security measures. As previously mentioned, we can 
look to nature talent and awareness from a young age 
through projects such as NCSC’s CyberFirst competition, 
but what about those staff members already in your 
businesses? 
All security standards stress the importance of ongoing 
education and awareness, but the challenge now lies in 
making that more engaging. Ask your colleagues about 
their last information security training course and the 
likelihood is you’ll be met with a groan, or perhaps a 
blank face because they have not yet undertaken one. 
A balance must be sought between education but also 
entertainment as well. For example, running phishing 
exercises is becoming a popular method to train staff, 
and if results are split across departments, it can start to 
develop friendly internal competition. Which department 
fell for the trap? Which department can get the lowest 
percentage of tricked colleagues? If we can truly engage 
those we are teaching, then we will be well on our way 
to helping secure our businesses. 

What can you do?
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EXPERT ADVICE AND SPECIALIST 
ASSISTANCE

Do not think of your business as an island where you are 
cut off and cannot converse with others. For information 
security, the internet provides an incredible amount of 
resources and advice for businesses. For example, there 
is training available through sites such as Cybrary51 and 
Pluralsight52 to bolster your employee’s knowledge and 
experience. There are sites such as Decent Security53 
committed to helping people gain an understanding of 
the basic concepts, and there are open forums where 
people ask for help on specific problems and receive 
informative and useful answers, such as through the 
Information Security Stack Exchange.54 

As well as this, information security professionals such 
as ourselves at Gemserv, are on hand to provide expert 
information security advice, guidance and consultancy 
to you and your business. We have worked with a 
wide range of companies to prepare and support them 
through many security assessments, we have helped 
business prepare for GDPR, performed Payment Card 
Industry Data Security Standard (PCI DSS) assessments 
on businesses and worked on ad-hoc security projects 
to ensure businesses have the best approach to security 
and are well positioned to face whatever challenges are 
thrown at them by those wishing to do them harm. If you 
need skilled consultancy for your business, please get in 
touch and we will be happy to discuss the requirements 
of your business.55  

51. https://www.cybrary.it/ 
52. https://www.pluralsight.com/ 
53. https://decentsecurity.com/ 
54. https://security.stackexchange.com/ 
55. https://www.gemserv.com/services/data/
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