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INTRODUCTION

The Internet of Things (IoT) is a computing concept that 

describes the interconnection of everyday devices (Things), 

allowing data to flow from the physical to the digital world 

and vice versa. This allows devices to be sensed and 

controlled across the existing network structure of the internet. 

Communications within the IoT may be Person to Person (P2P), 

Person to Machine (P2M) or machine to machine (M2M).

The potential applications of the IoT are endless and span a 

range of market verticals, such as industrial, domestic, energy, 

medical, retail, logistics and service industries, to name but a 

few.

A Connected Device, in its simplest form, is any electronic device 

equipped with a communication technology which allows it to 

exchange information via a network. Connected devices can 

range from simple sensors and actuators through to complex 

devices such as connected vehicles.

Improvements in communications infrastructure combined with 

decreasing electronics costs and increasing processing power, 

has paved the way for the proliferation of the IoT.

Gartner estimates that the global market for connected devices 

and services is forecast to reach $2 trillion in 2017, with the 

number of deployed devices expected to be 8.4 billion, rising to 

20.4 billion by 20201.  

1 http://www.gartner.com/newsroom/id/3598917 
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SECURITY

The expansion of the market for connected devices is however 

experiencing inertia. This is due to several reasons including:

• a lack of consumer confidence in the security of devices;

• the absence of security standards and security expertise 

within many Original Equipment Manufacturers (OEMs) 

entering the market; and

• the pressure to quickly launch new products and be the first 

entrant to market.

These have resulted in devices and services being deployed 

that exhibit a sub-optimal set of security characteristics. They 

are always available and unlike personal computers, easier to 

compromise than servers, making them prime targets for hackers 

and cybercriminals. 

These circumstances have resulted in several high profile cyber-

attacks involving connected devices, some examples of which 

are listed below. 

• In June 2016, security experts at Surcuri discovered a 

botnet made up of 25,000 CCTV cameras2.

• In September 2016, OVH suffered the world’s largest 

Distributed Denial of Service (DDoS) attack to date, 

perpetuated by 152,000 infected connected devices3.

• In October 2016, Mirai infected 100,000 connected devices 

to attack the Dyn Domain Name System (DNS), which 

subsequently brought down several, well known websites 

including Twitter, Netflix and Reddit, among others4. 

Successful attacks have also been demonstrated on a wide 

range of connected devices, from baby monitors to connected 

cars. As the number of devices increase, so does the threat 

surface. 

With such attacks becoming more frequent and intrusive, 

coupled with the rapid deployment of connected devices, a 

significant risk is presented to both consumers and industry.

2 https://blog.sucuri.net/2016/06/large-cctv-botnet-leveraged-ddos-attacks.
html 

3 http://www.securityweek.com/hosting-provider-ovh-hit-1-tbps-ddos-attack 

4 https://dyn.com/blog/dyn-analysis-summary-of-friday-october-21-attack/ 

PREDICTIONS

Industry predictions estimate that as deployment continues, the 

situation is likely to get worse before it gets better.

• “Hackers will continue to use IoT devices to promulgate 

DDoS attacks”, Forrester5.  

• “There will be a large-scale IoT security breach”, Forrester5.

• “People who make Internet of Things (IoT) devices still aren’t 

getting the message on security. And as these devices 

proliferate, the danger of increased attacks is getting more 

real.”, Forbes6.  

• “By 2020, more than 25 percent of identified attacks in 

enterprises will involve IoT, although IoT will account for less 

than 10 percent of IT security budgets”, Gartner7.  

• “IoT Security will remain the chief concern about 

deployment”, 451 research8.

Despite the increasing number of reports of IoT related breaches, 

and predictions from the professional community, the lack of 

regulation has resulted in many manufacturers continuing to 

develop and deploy connected devices with poor security. The 

primary reason for this is often a lack of security expertise within 

OEMs, coupled with a lack of awareness from consumers who 

tend to make their purchasing decisions based on price, function 

and aesthetics, rather than resistance to potential attack.

Unfortunately, it may require a significant breach incident for 

consumers to understand the consequences of such threats 

and start to consider security in their purchasing decisions. Of 

course, this may be too late, as trust in the marketplace is lost 

and sales collapse. 

It is the responsibility of all involved in the development and 

deployment of connected devices and services to ensure they 

meet a minimum set of security and data privacy characteristics. 

If this is achieved, it will establish a solid foundation for the IoT, 

allowing innovative solutions to flourish. 

5 https://www.forbes.com/sites/gilpress/2016/11/01/internet-of-things-iot-2017-
predictions-from-forrester 

6 https://www.forbes.com/sites/williamsaito/2017/02/01/how-to-make-2017-the-
year-of-iot-security

7 http://www.gartner.com/newsroom/id/3291817 

8 https://451research.com/report-long?icid=4057 
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ADDRESSING THE CHALLENGE

Due to the variation in IoT solutions, technologies and 

functionality, it is unlikely that a “one size fits all” security 

standard will be developed. Addressing the challenge will 

need to rely on a multi-faceted approach dependent on the 

market vertical and functionality. For example, the security 

characteristics of a simple domestic temperature sensor will be 

different to that of a connected pacemaker or industrial load 

control device.

REGULATION

There have been many calls to regulate IoT security, with large 

multinationals, such as Johnson & Johnson and Microsoft, calling 

for government intervention. This view is not shared by all, with 

many companies preferring an industry-driven effort9, which 

would mitigate the concern that regulation may be too heavy 

handed to address the diverse scope of connected devices.

The European Union Agency for Network and Information 

Security (ENISA) and Eurosmart (an association representing the 

security industry) have called for a European cybersecurity trust 

mark for connected devices10. The ‘Alliance for the Internet of 

Things Innovation’ (AIOTI), among others, are working towards 

this goal. 

Whilst there are several early indications that governments 

are starting to consider regulatory measures, it will be a long-

term process due to the variation in views across industries. 

Even once agreed, there remains the challenge of developing 

standards that protect the varying applications of connected 

device technologies in a market sensitive manner.

STANDARDISATION

Standardisation is likely to be developed initially based on market 

application and there have been significant developments in the 

energy, medical and industrial sectors. However, it is highly likely 

that, as the use of the IoT increases, there will be several market 

vertical connected devices within the same IoT network. Weak 

security characteristics in one device lowers the security posture 

of the network as a whole. As interoperability increases so will 

9 http://www.datacenterknowledge.com/archives/2017/05/17/microsoft-
government-should-regulate-iot-security/ 

10 https://www.enisa.europa.eu/news/enisa-news/enisa-works-together-with-
european-semiconductor-industry-on-key-cybersecurity-areas 

the potential impact of poorly secured devices. Therefore, it is 

suggested that all connected devices should support a minimum 

set of security and data privacy requirements, with additional 

requirements dependent on the complexity of the device function 

and related market vertical.

EMERGING BEST PRACTICE GUIDELINES

Several reputable associations have produced best practice 

guidelines regarding the secure development of connected 

devices and services, such as:

• The Groupe Spéciale Mobile Association (GSMA)11;

• The Internet of Things Security Foundation (IoTSF)12; and

• The Open Web Application Security Project (OWASP)13, to 

name but a few.

The guidelines can provide a temporary solution until formal 

standards are in place, and have been successfully employed 

today to ensure secured IoT implementations (e.g. the 

Technoport 2025 project14). They can also prepare OEMs and 

service providers for the transition to a regulated market.

INSURANCE

The insurance industry could have a role to play in accelerating 

the improvement of security and data privacy, prior to regulation, 

through the creation of insurance incentives for devices that 

have been proven to employ best practice, secure development 

processes15.

CURRENT POSITION

To start to address the security challenge, IoT device providers 

should ensure that the current security position is well 

understood. OEMs and service providers should assign a role 

responsible for the security and data privacy of connected 

devices and services If no such role currently exists.

A security and data privacy audit should be executed against 

all existing devices and services. This will provide invaluable 

11 https://www.gsma.com/ 

12 https://iotsecurityfoundation.org/ 

13 https://www.owasp.org/ 

14 https://www.gsma.com/iot/wp-content/uploads/2017/04/3371-GSMA-Security-
CS-_WEB.pdf 

15 http://www.computerweekly.com/news/4500259851/Cyber-insurance-likely-to-
drive-better-security-says-Raytheon-Websense 
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information regarding the current portfolio, as well as providing 

an indication of risks and any remedial exercises that must be 

undertaken to protect devices. Such audits can also provide an 

insight into the required improvements for future developments 

and/or procurements.

FUTURE DEVELOPMENT

Manufacturers should employ Privacy by Design and Security 

by Design principles against all future connected device 

development cycles. Independent device assurance, based 

on emerging best practice guidelines, should be considered in 

advance of formal standards.

SUMMARY

The Connected Device market has enormous potential, and is 

likely to significantly impact the way we live. However, issues 

with device security and data privacy will negatively impact the 

market and threaten future expansion and innovation.

Whilst it is highly likely that minimum regulated requirements 

for device security will be introduced, there appears to be no 

direct incentive in place for manufacturers to prioritise Security 

by Design, as it is not currently considered a primary purchasing 

factor. However, through increased media coverage of IoT related 

incidents and consumer education, this is unlikely to remain the 

case. There is also a significant risk that trust in the marketplace 

is lost, with dire consequences on device sales.

Manufacturers and providers of connected devices need to 

understand the potential security vulnerabilities in their existing 

portfolio and ensure all future development considers security 

and data privacy from the start of the product or service 

development process. 

NEXT STEPS

Whilst regulation and standardisation of connected device 

security and data privacy are ongoing, devices and systems 

continue to be deployed with little thought given to security. 

Given the nature of these devices, they may potentially remain 

active on a network for many years, only being replaced when 

they fail.

OEMs and service providers can start to address these issues 

now by improving device security through the application of the 

emerging best practice guidelines to:

• understand the current security position of their IoT 

portfolio;

• identify risks and develop mitigations; and

• guide future development.

To this end, Gemserv have developed a suite of services 

focussing on the secure design and development of connected 

devices and systems. Based on the emerging guidelines, and 

combined with our extensive experience in energy related IoT 

systems and information security, the services are aimed at 

both new entrants to the IoT market and existing manufacturers, 

service providers and retailers.
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