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Gemserv

Data Protection, Information and Cyber Security is a board 

level issue more than ever before. Recent high profile breaches 

have demonstrated that a major incident could happen to 

anyone and it is no longer enough to simply comply with the 

relevant legislation and regulation. Given the major impact on 

organisations of breaches and incidents and the huge cost of 

reputational damage in today’s connected world, the way that 

organisations prepare for, react and communicate in light of a 

breach can be a critical factor in the success of their recovery. 

It is generally agreed that security incidents are becoming 

increasingly common, and more complex, in part due to process 

errors, technical failures, or targeted attacks. In fact, 57% of 

respondents to a European Commission consultation said they 

had experienced Network Information Security (NIS) incidents in 

the past year1.

The findings of the Annual Department for Business Innovation 

and Skills survey of information security breaches supports this 

outlook in the UK but shows that there is still work to be done as 

the number of incidents is expected to increase and 50% of the 

worst breaches were caused by inadvertent human error.

1  European Commission online consultation, ‘Improving network and information  
    security in the EU’, as seen at: http://eur-lex.europa.eu/legal-content/EN/                                                                                                                                                       
    TXT/?uri=CELEX%3A52013PC0048

Furthermore, the same survey showed that the number of staff 

related incidents is increasing significantly year on year. 

There is a direct correlation between levels of preparedness of 

an organisation and the levels of awareness amongst their staff 

therefore combining strategies, policies and processes with 

staff awareness of their role within these strategies is ever more 

important.

Real risk reduction benefit can be derived from preparing for 

the “When not If” and being able to demonstrate how that 

preparation is linked to national and international best practice 

legislation and guidance. Whether you are collecting information 

or data, processing or transferring it somewhere else, there are 

significant changes to the information security landscape which 

will likely impact upon your business.

We have summarised in the below table some of the upcoming 

legislative and regulatory changes in relation to Data Protection 

and Cyber Security and take a look at what actions organisations 

can and should be taking over the coming months and years. 

59%

50%

14%

32%

49%

of respondents expect there will be more 
security incidents in the next year than last

of respondents use the Ten Steps guidance

of respondents badged to Cyber Essentials or 
Cyber Essentials Plus,on their way to 
accreditation or plan to be badged

of the worst breaches in the year were caused by 
inadvertant human error

of respondents have never briefed their board on 
security risks

Up from 58% a year ago Up from 22% a year ago

75% 
of large 

organisations

31% 
of small 

businesses

suffered staff related security breaches in 
the last year.
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Topic Impact Implication Activities Deadline

Key

PCI DSS 
V4.0

Revised Payments 
Service Directive

General Data 
Protection 
Regulation 

(GDPR)

Fines of up 
to €20m or 

4% of 
turnover 

Criminal 
proceedings 

against executives 
possible in some 

EU states

Reputational /
brand damage 

from action taken 
over breaches

Applies to all 
businesses /
organisations

Covers all 
business 

processes where 
personal data is 

stored /
processed 

Need to 
report incidents 

very quickly 
(possibly within 

24 hours)

Compliance 
with right to be 
forgotten/data 

portabil ity 
needed

Processing 
companies also 

subject to 
regulation and 

compliance

Audit all 
personal data 
and how it is 
collected /

stored /
deleted

Ensure 
robust incident 
management / 

reporting 
structure is in 

place

Review third 
party supplier 

data 
management

Ensure 
internal/external 
communication 

strategy is in 
place

Audit all 
personal data 
and how it is 
collected /

stored /
deleted

Likely to include 
retirement of 

certain 
technologies 

Gap analysis 
should be 

conducted to 
understand full 

impact 

Ensure 
robust incident 
management / 

reporting 
structure is in 

place

Review third 
party supplier 

data 
management

Audit all 
personal data 
and how it is 
collected /

stored /
deleted

Ensure 
robust incident 
management / 

reporting 
structure is in 

place

Review third 
party supplier 

data 
management

Ensure 
internal/external 
communication 

strategy is in 
place

Final details 
expected 
early 2016

Regulations 
in force late 
2017/2018

Rati�cation 
expected in 

second 
quarter of 

2016

Member states 
will have 21 
months to 
implement 
directive

Further six 
months to 

determine who 
it affects

Fines 
potentially up 

to 2% of 
turnover 

Requirement 
to take 

appropriate 
security 

measures 

Obligations 
extend to 

outsourcing to 
third parties

Incidents having 
signi�cant impact 

on security of core 
services to be 

reported

Covers operators 
of ‘essential 

services’ and 
providers of key 
digital services

Effective 
from 

January 
2017

Legislation to 
be applied 

from 
13 January 

2018

Vendors will 
have until 1 
Jan 2018 to 

become 
compliant 

Financial 
penalties

Large �nes for 
non-compliance 

after data 
breach 

Reputational 
damage

Extends to 
companies 

previously outside 
the scope of 

regulation 

Activit ies 
including cash, 
card and direct 

debit 
transactions

Extends to 
payments sent 

through 
intermediaries  

Potential for 
criminal 

proceedings

Copyright in the 
Digital Single 

Market: 
Copyright 
Framework

Current terms 
and conditions 

need to be 
assessed

Digital content 
providers may 
need to make 

content available 
across EU 

More detail 
expected in 2016, 
measures could 
be implemented 
by end of year 

Civil 
enforcement 

system

Revenue 
streams for 

i l legal material 
could be 

cut off

One set of 
rules for the 
purchase of 

online content

Prevention of 
unjusti�ed 

‘geo-blocking’ 

Wider use of 
copyright-protected 

material for 
research

Il legal 
material could 

be removed 

Some 
merchants 
forced to 

cease trading 

Reputational 
damage and 

loss of 
customer 

con�dence 

Any 
organisation that 

accepts, transmits 
or stores 

cardholder data 

EU Directive 
Network 

& Information 
Security 

Directive (NIS)

Reputational /
brand damage 

from action taken 
over breaches

High

High

Extensive

Limited

Signi�cant Start preparing now

Signi�cant

High Limited  Medium

High Limited

Medium Extensive

 Medium

Await further developments 

Look at taking action now

 Medium Look at taking action now

Topic

Impact

Implication

Activity

Activities that sit within multiple topics 

Deadline

Start preparing now

Ensure staff 
awareness 

of best 
practice

Ensure staff 
awareness 

of best 
practice

Ensure staff 
awareness 

of best 
practice
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security 
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Obligations 
extend to 
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third parties

Incidents having 
signi�cant impact 

on security of core 
services to be 

reported

Covers operators 
of ‘essential 
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providers of key 
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Effective 
from 

January 
2017

Legislation to 
be applied 

from 
13 January 

2018

Vendors will 
have until 1 
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become 
compliant 

Financial 
penalties

Large �nes for 
non-compliance 
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Reputational 
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including cash, 
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payments sent 

through 
intermediaries  
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Current terms 
and conditions 

need to be 
assessed
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need to make 
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We work as a critical assurance provider to a wide range of large 

and diverse organisations and our experience and expertise 

spans across more familiar ISO standards such as ISO27001, 

ISO27005, ISO3100, ISO20000 and ISO22301, HMG CLAS 

(now CCSC) consultancy, Data Protection, Privacy Impact 

Assessments and PCI DSS (the payment card data security 

standard) through to more specific standards and technologies 

including Data Discovery tools, Industrial Control Systems and 

Financial Management standards such as BASELII.

Our consultants regularly deliver on projects requiring a broad 

range of expertise whilst still retaining an in depth technical 

knowledge to enable them to benchmark our clients’ cyber 

security and data protection posture against relevant UK and 

international standards. We are able to bring together the 

combined knowledge and experience of these consultants to 

provide solutions which take into account the key legislative, 

regulatory and market changes which organisations should 

be preparing for now. We also use our experience to advise 

organisations on how to undertake preparatory activities in a way 

which minimises duplication of efforts in the future.
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