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INTRODUCTION

On the fourth of October 1957 “Sputnik1” became 
the first man made object to orbit the earth. After 
only 60 years of space exploration, the Earth’s orbits 
are now littered with “Space Junk”, with the National 
Aeronautics and Space Administration (NASA) 
tracking over 500,000 individual pieces of debris1. 
The situation has become so severe that the future of 
space exploration is now under significant threat2, with 
agencies such as the European Space Agency (ESA)3 

and NASA4 calling for immediate action to be taken 
to address the problem. This situation is analogous to 
where the Internet of Things (IoT) is heading.

The IoT has the potential to significantly impact the 
way we live, with innovative services and solutions 
being proposed across a multitude of market verticals. 
Forecasts regarding the number of deployed IoT devices 
by 2020 is in the billions, with the estimated market 
potential being in the trillions5.

1 https://www.nasa.gov/mission_pages/station/news/orbital_debris.html

2 http://www.telegraph.co.uk/science/2017/04/21/750000-pieces-debris-
orbiting-earth-threaten-future-spaceflight/ 

3 https://www.theguardian.com/science/across-the-universe/2017/apr/21/
space-debris-must-be-removed-from-orbit-says-european-space-agency 

4 https://www.nasa.gov/directorates/spacetech/niac/gregory_space_debris_
elimination.html 
5 http://www.gartner.com/newsroom/id/3598917 

However, the market is under threat from poor security 
implementations and lack of consideration of the long-
term implications of deploying such devices.

The IoT is not a new separate internet, it is part of the 
same internet we use every day, for everything. The 
IoT is essentially the internet where eventually the 
majority of users will be “things” rather than people. 
If something isn’t done now to curb the deployment of 
devices with substandard security then we are heading 
towards an IoT littered with poorly secured devices, 
threatening not only the IoT market but also established 
internet services.

A UTOPIAN EXAMPLE

Imagine a Smart Factory that makes Smart Lightbulbs, 
capable of automatically dispatching a new lightbulb to 
you and debiting your account when your old lightbulb 
informs the factory that it is near the end of its life. 
The Smart Factory would then be able to accurately 
forecast demand for new Smart Lightbulbs on a real-
time basis and the supply chain can be automated to 
allow materials to be ordered and received just in time, 
thereby reducing waste and improving efficiency.

In the example above, the process of manufacturing 
and dispatching a new Smart Lightbulb is triggered by 
a message transmitted from the old Smart Lightbulb. 
The service could easily have millions of bulbs, each 
capable of communicating with the Smart Factory, 
which in turn communicates with the forecasting, 
logistics, supply chain and financial systems, potentially 
employing machine learning or Artificial Intelligence 

Lightbulbs 
as a Service
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(AI). Thousands of lightbulbs will be retiring from the 
network daily, with thousands more being added. 

The potential threat surface of such a system is 
significant and therefore securing it is not optional.

Protection of the IT systems that support the 
forecasting, logistics, supply chain and financial 
functions will be hosted on resource rich servers where 
the security domain is well understood, established 
security tools are available and patching is common 
place; however, it is unlikely that these same tools can 
be applied to the majority of resource constrained IoT 
devices.

There are a number of foundations and associations 
that have published guidelines focusing on this topic, 
the Internet of Things Security Foundation (IoTSF)6, 
GSMA7, and the Open Web Application Security 
Project (OWASP)8 to name but a few. And whilst the 
methodologies may differ, they all address a common 
set of requirements related to the security of IoT 
devices, dealing with confidentially, integrity and 
availability.

For example, when a new Smart Lightbulb is installed, 
it must authenticate itself to the service to ensure that 
it is validated as a legitimate Smart Lightbulb, thereby 
ensuring integrity. The communications between the 
Bulb and the Factory must be encrypted to protect the 
data from the view of unauthorised parties, ensuring 
confidentiality. And finally, the Smart Lightbulb must 
be operational and able to communicate with the Smart 
Factory, ensuring availability.

So, the question is, despite continual warnings of not 
securing the IoT9, and considering the amount of freely 
available information on this topic, why are devices still 
being deployed with seriously sub-standard security?

6 https://iotsecurityfoundation.org/ 
7 https://www.gsma.com/iot/future-iot-networks/iot-security-guidelines/ 
8 https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project 

9 http://www.techradar.com/news/the-internet-of-things-can-be-hacked-and-
that-puts-your-life-at-risk 

SECURITY COSTS

One of the primary reasons is cost10, and whilst there 
are other factors in play, such as lack of knowledge 
in the IoT security space and the lack of standards 
and regulation, the simple fact is that the cost of 
retrospectively adding security to existing IoT devices 
is usually prohibitively expensive (and often results in 
a sub-standard implementation), and the initial cost of 
developing and maintaining a “secure by design” IoT 
device is more than developing an insecure one. 

This, of course, is insignificant to the potential costs and 
reputational damage of deploying an insecure product 
or service in the long term11. However, security is 
currently seen as a negative deliverable, as it produces 
no revenue, and its worth is only identified by its 
absence when something goes wrong, at which point 
it’s too late.

Improving the security of IoT devices will increase 
development, manufacturing and maintenance costs, 
however, not implementing security is not an option, 
especially when considering the rise in the use of 
machine learning and AI12, allowing devices to make 
automated decisions.

The challenge therefore is to justify the additional cost 
and make security a primary purchasing factor. 

Security must no longer be considered a negative 
deliverable but rather a mandated requirement.

10 https://staceyoniot.com/discover-the-cost-of-good-internet-of-things-
security/ 

11 https://venturebeat.com/2015/01/10/for-the-internet-of-things-the-cost-of-
cheap-will-be-steep/ 

12 https://www.pwc.com/gx/en/industries/communications/assets/pwc-ai-and-
iot.pdf 
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FIRST STEPS

In the absence of standards, it is the responsibility of 
all involved in IoT to provide a basic set of processes to 
reduce the number of insecure devices being deployed. 
All stakeholders across the supply chain, from the CEO 
to the end user, should be aware of the potential long-
term harm of deploying insecure devices and that such 
devices threaten not only the systems they are deployed 
into but also potentially other users of the internet. In 
other words, a Smart Lightbulb could be used to breach 
Lightbulbs as a Service and/or be used to launch an attack 
against Twitter. The rise in IoT-related Distributed Denial-
of-Service (DDoS) attacks13 provides testament to this.

IoT service providers should provide information on their 
websites promoting security best practices and providing 
basic advice to consumers. Where possible, it would 
advantageous to provide a recommended list of devices 
that have been declared as “secure by design”, for use 
with their service. Employing a basic security evaluation 
as part of any procurement process of IoT devices would 
be a useful foundation solution to addressing some of the 
more serious security issues, and ease the transition to a 
regulated market. 

Retailers of IoT devices could implement a similar 
process with their suppliers to ascertain the security 
characteristics of their portfolio. 

Manufactures should engage with IoT security bodies and 
employ the best practice guidelines when developing new 
connected products.

13 http://grtcorp.com/content/iot-new-backdoor-ddos-attacks/ 
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A TRUSTED MARK

In the long term, consumers need to be able to clearly 
differentiate between a product that is “secure by 
design” from one that isn’t. The obvious answer is the 
development of a trusted mark, however as there is 
no “one size fits all” solution to IoT security, and IoT 
devices can potentially be updated with new software 
and functionality, any trusted mark should be backed 
up with a register of assured devices indicating the 
devices’ security classification and security features. The 
register will need to be continually refreshed as device 
functionality is updated or patched, and new software 
or hardware versions are released. Such a register 
could also be used to provide a vulnerability disclosure 
process.

The European Union Agency for Network and 
Information Security (ENISA) has called for a European 
cybersecurity trust mark for IoT devices14.

TOO MANY STANDARDS

In order to provide a trusted mark, standards must first 
be in place. In late 2016, the Alliance for the Internet 
of Things Innovation (AIOTI) undertook an analysis of 
the IoT standards landscape, including security and 
data privacy. The resulting report shows a fragmented 
position across market verticals15, stating:

“A large number of ICT [Information and 
Communications Technology] standards may apply 
to several IoT vertical domains. This set of generic 
solutions has the potential to provide a common ground 
to the developers of IoT solutions, irrespective of the 
specific domain in which they may be applied. 

However, this potential will only materialize if the 
development of IoT standards in vertical domains 
is making effective use of those standards rather 

14 https://www.enisa.europa.eu/publications/enisa-position-papers-and-
opinions/infineon-nxp-st-enisa-position-on-cybersecurity 

15 https://aioti.eu/wp-content/uploads/2017/03/tr_103375v010101p-
Standards-landscape-and-future-evolutions.pdf 

than reinventing similar but not compliant ones, thus 
increasing the fragmentation of the IoT standards 
landscape.”

It is vital for the future growth of the IoT that a common 
set of security standards is ultimately agreed upon, 
addressing the wide range of devices covered by 
the term IoT and having a consideration for specific 
requirements related to market verticals.

Whilst developing standards in order to support a 
trusted mark is the first step, the development of the 
assurance processes must also be in place before a 
trusted mark can be issued, which can be an equally 
difficult challenge. 

It is important that Industry is involved in the 
development of the standards, a trusted mark, and any 
subsequent assurance processes to ensure they are fit 
for purpose.
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REGULATORY INITIATIVES

Initial steps toward regulation are emerging. In the 
United Kingdom:

• The Department for Digital, Culture, Media and 
Sport (DCMS), in conjunction with the National 
Cyber Security Centre (NCSC), has launched a 
policy review, “Secure by Default”, informed by an 
increasing strategic risk from insecure devices and 
services.

• The Department for Transport (DfT), in conjunction 
with the Centre for the Protection of National 
Infrastructure (CPNI), has published a set of key 
principles for connected and automated vehicles.

In Europe: 

• The General Data Protection Regulation (GDPR)16 will 
replace the Data Protection Act (DPA) in May 2018, 
bringing with it increased fines for non-compliance 
of up to 20 million euros or 4% of global turnover, 
whichever is greater. Whilst not directly addressing 
IoT, the increasing complexity within edge devices 
means that it is likely that the IoT will be impacted. 

• The Network and Information Systems (NIS)17 
Directive is seeking to raise security standards across 
market verticals, with similar penalties to GDPR. 

Similar initiatives are being developed in the United 
States18.  

The reaction to regulation is mixed19, whilst regulation 
could be welcomed as a means to drive standards 
forward, heavy-handed regulation has the potential to 
stifle innovation and negatively impact the market.

16 http://www.eugdpr.org/ 

17 https://ec.europa.eu/digital-single-market/en/network-and-information-
security-nis-directive  

18 https://www.reuters.com/article/us-usa-cyber-congress/u-s-senators-to-
introduce-bill-to-secure-internet-of-things-idUSKBN1AH474 

19 https://www.theregister.co.uk/2017/02/15/libertarians_call_for_govt_
regulation_iot/ 

SUMMARY

The potential of the IoT to significantly change the way 
we live is not in question and the potential generated 
revenue from the IoT could be staggering. If Lightbulbs 
as a Service is possible, then imagine the (much more) 
significant and life impacting solutions that could be 
developed in the future. But all of this is under threat 
because security is considered a negative deliverable. 
Through a collaborative approach to security delivery, it 
is possible to develop an IoT that meets a required set 
of security characteristics, protecting not only the IoT 
but the internet in general. However, for this to happen, 
it must first be realised that security isn’t someone 
else’s problem. It is the responsibility of all involved 
to engage and participate, ensuring that any security 
solution has a considered impact.

Standards and regulation will eventually emerge, 
however in the meantime, some initial first steps should 
be considered to reduce the number of devices being 
deployed with serious security flaws.

Consumers must be made more aware of the dangers 
of poor security and clearly understand its worth. IoT 
service providers, retailers and manufacturers should 
consider providing basic information regarding the 
security characteristics of their portfolios. 

The alternative is to face an internet littered with 
[Cyber]space Junk.
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